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(57) ABSTRACT

Techniques are described for implementing one or more
logical routers within a single physical routing device. These
logical routers, as referred to herein, are logically isolated in
the sense that they achieve operational and organizational
isolation within the routing device without requiring the use
of additional or redundant hardware, e.g., additional hard-
ware-based routing controllers. The routing device may, for
example, include a computing platform, and a plurality of
software process executing within the computing platform,
wherein the software processes operate as logical routers.
The routing device may include a forwarding component
shared by the logical routers to forward network packets
received from a network in accordance with the forwarding
tables.
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ROUTING DEVICE HAVING MULTIPLE
LOGICAL ROUTERS

This application is a continuation of U.S. patent applica-
tion Ser. No. 10/753,026 filed Jan. 6, 2004, the entire
contents of which is incorporated herein by reference.

TECHNICAL FIELD

The invention relates to computer networks and, more
particularly, to techniques for routing packets within com-
puter networks.

BACKGROUND

A computer network is a collection of interconnected
computing devices that exchange data and share resources.
In a packet-based network, such as the Internet, the com-
puting devices communicate data by dividing the data into
small blocks called packets. The packets are individually
routed across the network from a source device to a desti-
nation device. The destination device extracts the data from
the packets and assembles the data into its original form.
Dividing the data into packets enables the source device to
resend only those individual packets that may be lost during
transmission.

Certain devices within a network, referred to as routers,
maintain routing information that describes available routes
through the network. Each route defines a path between two
locations on the network. Upon receiving an incoming data
packet, the router examines header information within the
packet to identify the destination for the packet. Based on
the header information, the router accesses the routing
information, selects an appropriate route for the packet and
forwards the packet accordingly.

A variety of routers exist within the Internet. Network
Service Providers (NSPs), for example, maintain “edge
routers” to provide Internet access to the end-users. The
edge routers of the NSPs often communicate network traffic
to high-speed “core routers,” which may be generally
viewed as forming the backbone of the Internet. These core
routers often include substantially more processing
resources than the edge routers, and are designed to handle
high volumes of network traffic.

In addition, the NSPs often maintain “service routers”
dedicated to providing services to the end-users. Examples
of services that the NSP may provide include Voice over IP
(VOIP), access for Asynchronous Transfer Mode (ATM) or
frame relay communications, Internet protocol (IP) data
services, and multimedia services, such as video streaming.
NSPs often desire to isolate these services from one another
for purposes of reliability. As a result, an NSP may imple-
ment each type of service with one or more dedicated service
routers.

As Internet-based services become more widely adopted,
this use of dedicated service routers leads to increased
capital expenditures. Moreover, complexities associated
with maintenance and management of separate service rout-
ers, edge routers, and core routers can be significant.

SUMMARY

In general, the invention is directed to techniques by
which one or more logical routers are implemented within a
single physical routing device. These logical routers, as
referred to herein, are logically isolated in the sense that they
achieve operational and organizational isolation within the
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routing device without requiring the use of additional or
redundant hardware, e.g., additional hardware-based routing
controllers. For example, the logical routers may be imple-
mented as isolated software processes having correspond-
ing, i.e., unique, routing tables.

Nevertheless, economies may be achieved by the sharing
of certain functions within the routing device. For example,
the logically isolated routers may utilize a shared forwarding
plane, e.g., a shared forwarding engine and a set of shared
interface cards. As another example, the logical routers may
share management functions, such as a configuration inter-
face and general configuration data. In this manner, the
logical routers achieve a degree of isolation, yet need not
necessarily be implemented as fully-duplicative routers hav-
ing little or no shared functions.

In one embodiment, a routing device comprises a com-
puting platform, and a plurality of software process execut-
ing within the computing platform, wherein the software
processes operate as logical routers.

In another embodiment, a device comprises a first logical
router operating as an access router to provide network
access to a set of users, and a second logical router operating
as a service router to provide a network service to the end
users. The first logical router and the second logical router
operate as logically isolated routers within the device.

In another embodiment, a device comprises a first logical
router operating as an access router to provide network
access to a set of users, and a second logical router operating
as a core router to route network traffic from the first logical
router to a network backbone. The first logical router and the
second logical router operate as logically isolated routers
within the device.

In another embodiment, a device comprises a first logical
router operating as router within a first one of a pair of
redundant networks; and a second logical router operating as
a router within a second one of the pair of redundant
networks. The first logical router and the second logical
router operate as logically isolated routers within the routing
device.

In one embodiment, a method comprises executing a
plurality of software processes within a routing device,
wherein each software process operates as an independent
logical router; and forwarding network packets with the
logical routers.

In another embodiment, the invention is directed to a
computer-readable medium containing instructions. The
instructions cause a programmable processor to execute a
plurality of software processes within a routing device,
wherein each of the software processes operates as an
independent logical router, associate each of the logical
routers with a respective network, and maintain separate
routing tables for the logical routers in accordance with
topologies of the respective networks of the logical routers.

The techniques may achieve one or more advantages. For
example, implementation of logically isolated routers within
a single physical routing device may allow Network Service
Providers (NSPs) to collapse portions of network infrastruc-
ture into the single routing device that would otherwise
require multiple routers. A NSP may, for example, imple-
ment multiple service routers as isolated logical routers
within the single routing device. As another example, a NSP
may implement one or more service routers and one or more
edge routers as isolated logical routers within the single
routing device. As yet another example, a NSP may imple-
ment a combination of edge routers and core routers within
the single routing device.
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The consolidation of otherwise physically separate rout-
ers into a single routing device may lead to increased
reliability and service availability. For example, the tech-
niques allow a high-end routing device to implement a core
router, and additionally implement one or more logically
isolated edge routers or service routers. As a result, the
low-end, and possibly less reliable, hardware typically asso-
ciated with service and edge routers may be eliminated and
replaced by logically isolated routers that make use of the
resources of the high-end routing device. As another
example, co-located routers that are used to provide redun-
dancy, e.g., a primary and a backup router, may be imple-
mented as logical routers within a single routing device
without requiring separate hardware for the primary router
and the backup router.

The techniques described herein may also lead to
increased manageability. The consolidation of otherwise
physically separate routers into a single routing device
reduces the number of overall routers that need to be
separately managed.

The details of one or more embodiments of the invention
are set forth in the accompanying drawings and the descrip-
tion below. Other features, objects, and advantages of the
invention will be apparent from the description and draw-
ings, and from the claims.

BRIEF DESCRIPTION OF DRAWINGS

FIG. 1 is a block diagram illustrating a network environ-
ment in which a routing device supports multiple logical
routers in accordance with the techniques described herein.

FIG. 2 is a block diagram illustrating a network environ-
ment in which a routing device comprises a logical core
router and a plurality of logical service routers.

FIG. 3 is a block diagram illustrating a network environ-
ment in which a routing device includes a pair of logical
routers that provide communication redundancy.

FIG. 4 is a block diagram illustrating an example embodi-
ment of a routing device that may support one or more
logical routers consistent with the principles of the inven-
tion.

FIG. 5 is a block diagram illustrating an exemplary
embodiment of a routing engine of the routing device of
FIG. 4.

FIG. 6 illustrates another exemplary embodiment of a
routing device that supports logical routers.

FIG. 7 is a flow chart illustrating an example operation of
a routing device in supporting logical routers.

DETAILED DESCRIPTION

FIG. 1 is a block diagram illustrating a network environ-
ment 2 in which routing device 4 supports multiple logical
routers in accordance with the techniques described herein.
Routing device 4 comprises a single, physical device. In
other words, routing device 4 includes a single chassis (not
shown in FIG. 1), and a set of one or more interface cards
(also not shown), for interfacing with network links 7A-7C
(“network links 7).

In the exemplary embodiment of FIG. 1, a network
service provider (NSP) provides end users 14A and 14B
(“end users 14”) access to public network 16 via edge
network 18. Consistent with the principles of the invention,
routing device 4 provides an environment for operation of
logical edge router 10 and logical service routers 12A and
12B to form network 18.
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Logical edge router 10 communicates network traffic to
and from core router 8. In this manner, logical edge router
10 and core router 8 provide connectivity to public network
16, which may be a portion of the Internet. Logical service
routers 12A and 12B communicate network traffic to and
from logical edge router 10, and provide network services to
end users 14. Examples of services that logical service
routers 12A and 12B may provide include, for example,
Voice over IP (VOIP), access for Asynchronous Transfer
Mode (ATM) or frame relay communications, Internet pro-
tocol (IP) data services, and multimedia distribution ser-
vices, such as video streaming. End users 14 access logical
service routers 12A and 12B with computing devices or
other network-enabled devices, such as cable modems,
digital subscriber line (DSL) modems, digital televisions, or
other devices.

As described in herein, routing device 4 implements
logical edge router 10 and logical service routers 12A and
12B as logically isolated routers without requiring the use of
additional or otherwise redundant hardware, e.g., additional
hardware-based routing controllers. For example, logical
edge router 10 and logical service routers 12A-12B may be
implemented as isolated software processes having corre-
sponding, i.e., unique, routing tables. Consequently, in the
example of FIG. 1, routing device 4 provides a single
physical device that may be used in place of network
infrastructure that may otherwise require implementation
and management of three physically separate routers.

As illustrated in further detail below, logical edge router
10 and logical service routers 12A and 12B may utilize a
shared forwarding plane, e.g., a shared forwarding engine
and a set of shared interface cards with which to receive and
forward packets via network links 7. In addition, routing
device 4 may include a configuration interface for manage-
ment of logical edge router 10 and logical service routers
12A and 12B. In this manner, logical edge router 10 and
logical service routers 12A and 12B provide a degree of
isolation, yet need not necessarily be implemented as fully-
duplicative routers having little or no sharing of functions.

FIG. 2 is a block diagram illustrating a network environ-
ment 20 similar to network environment 2 of FIG. 1.
Routing device 24 operates substantially similar to routing
device 4 of FIG. 1, except that core router 8 (FIG. 1) has
been replaced by a logical core router 28 operating within
routing device 24. By incorporating logical core router 28,
routing device 24 may eliminate the need for logical edge
router 10 (FIG. 1). Instead, logical service routers 12A and
12B directly communicate traffic to and from logical core
router 28. In the illustrated embodiment, routing device 24
implements logical core router 28 and logical service routers
12A and 12B as logically isolated routers. In this manner, a
single routing device, i.e., routing device 24, provides an
operating environment for logically isolated routers operat-
ing within separate networks, e.g., edge network 18 and
public network 16.

FIG. 3 is a block diagram illustrating a network environ-
ment 30 in which networks 32A and 32B provide commu-
nication redundancy. In other words, networks 32A and 32B
provide parallel connectivity to help ensure communication,
and may be maintained and operated by separate organiza-
tions. In this embodiment, routing device 34 includes logical
routers 36 A and 36B that provide logical, organizational and
operational separation of routing functions. Consequently, a
single routing device, i.e., routing device 34, achieves logi-
cally isolated routers within separate networks 32A and 32B,
eliminating the need for separate physical devices. More-
over, although routers 36 A and 36B operate within a com-
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mon device, i.e., routing device 34, the logical isolation
allows system administrators 38A and 38B to independently
manage and separately configure logical routers 36A and
36B, respectively.

FIG. 4 is a block diagram illustrating an example embodi-
ment of routing device 50 that may support one or more
logical routers consistent with the principles of the inven-
tion. For exemplary purposes, routing device 50 is illustrated
as including a control unit 52 in which functionality is
generally divided between a routing engine 58 and a for-
warding engine 56.

Routing engine 58 provides an operating environment for
one or more logical router processes (LRPs) 60A-60N.
LRPs 60A-60N (“LRPs 60”) operate as independent routers
that are operationally and organizationally isolated within
routing device 50. Each of LRPs 60 is primarily responsible
for maintaining one or more corresponding routing tables
62A-62N based on routes learned from other routers. More
specifically, LRPs 60 support routing protocols by which
LRPs 60 exchange routing information with other routers.
The other routers may be external to routing device 50. In
addition, LRPs 60 view each other as separate routers, and
interact with each other in a manner similar to their inter-
action with external routers. For example, as described in
further detail below, LRPs 60 may be configured to forward
packets to each other as separate routers. Similarly, LRPs 60
may exchange routing information with each other in a
manner similar to physically separate routers. Exemplary
routing interior and exterior routing protocols that may be
supported by LRPs 60 include the Border Gateway Protocol
(BGP), the Intermediate System to Intermediate System
(ISIS) protocol, the Open Shortest Path First (OSPF) pro-
tocol, and the Routing Information Protocol (RIP).

Routing device 50 further includes interface cards 66A-
66P (“IFCs 66) that receive and send packet flows via
network links 78A-78P (“network links 78") and 80A-80P
(“network links 80”), respectively. IFCs 66 are typically
coupled to network links 78, 80 via a number of interface
ports (not shown), and forward and receive packets and
control information to and from forwarding engine 56 via a
respective one of interfaces 82A-82P (“interfaces 827).
Routing device 50 may include a chassis (not shown) having
a number of slots for receiving a set of cards, including IFCs
66. Each card may be inserted into a corresponding slot of
the chassis for electrically coupling the card to control unit
52 via a bus, backplane, switch fabric or other electrical
communication mechanism.

Each of LRPs 60 perform route resolution to indepen-
dently generate one or more corresponding forwarding
tables 64 A-64N (“forwarding tables 64”) in accordance with
their respective routing tables 62A-62N (“routing tables
62). Each of forwarding tables 64 associate destination
information, such as IP address prefixes, with specific for-
warding next hops (FNHs) and corresponding interface IFCs
66. Forwarding tables 64 may, therefore, be thought of as
based on the information contained within the respective
routing tables 62. In response to topology changes, one or
more of LRPs 60 may update respective tables of routing
tables 62, and generates corresponding forwarding tables 64
based on the affected routes.

Each of LRPs 60 communicates its respective forwarding
tables 64 to forwarding engine 56 via data communication
channel 65 for use in forwarding network packets. Although
described for exemplary purposes in reference to tables,
LRPs 60 and forwarding engine 56 may maintain routing
tables 62 and forwarding tables 64 in the form of one or
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more tables, databases, link lists, radix trees, databases, flat
files, combinations thereof, or any other data structures.

In operation, routing device 50 receives inbound packets
from network links 78, determines destinations for the
received packets, and outputs the packets on network links
80 based on the destination information within the packets.
More specifically, upon receiving an inbound packet via one
of inbound links 78, a respective one of IFCs 66 relays the
packet to forwarding engine 56. In response, forwarding
engine 56 reads data from the packet, referred to as the
“key,” that may include, for example, a network destination
for the packet. The key may, for example, also contain a
routing prefix for another router within the network. Based
on the key, forwarding engine 56 directs the inbound packet
to an appropriate one or more of IFCs 66 for transmission in
accordance with forwarding tables 64.

In one embodiment, routing engine 58 comprises one or
more programmable processors executing an operating sys-
tem (not shown). The operating system may provide a
multi-tasking operating environment for execution of LRPs
60 as independent software processes. For example, as
independent software processes, the operating system may
maintain respective process state for each of LRPs 60, such
as a program data and stack, program counter, stack pointer,
register values, address space, and other process informa-
tion. As a result, each of LRPs 60 is logically isolated from
each other, and software bugs and other problems that may
arise in one of the LRPs may not negatively impact the other
LRPs. Other software processes (not shown) may be imple-
mented, such as a device configuration process that controls
the physical configuration of router 50, and a user interface
(UI) process that provides an interface by which a remote
system administrator or script can control and configure
routing device 50. An example of such an operating system
is FreeBSD, which is an advanced UNIX operating system
that is compatible with a number of programmable proces-
sors, including processors from INTEL. CORPORATION™.,

LRPs 60 and the other software processes may be stored
as executable instructions fetched from one or more com-
puter-readable media. Examples of such media include
random access memory (RAM), read-only memory (ROM),
non-volatile random access memory (NVRAM), electrically
erasable programmable read-only memory (EEPROM),
flash memory, and the like. Forwarding engine 56 may
comprise one or more dedicated processors, discrete hard-
ware circuitry, firmware, and/or specialized hardware. Data
communication channel 65 may be a high-speed network
connection, bus, switch fabric, shared-memory or other data
communication mechanism.

FIG. 5 is a block diagram illustrating an exemplary
embodiment of routing engine 58 (FIG. 4) in further detail.
In the illustrated embodiment, routing engine 58 includes
kernel 89, i.e., an operating system, that stores and maintains
routing tables 62 under the direction of LRPs 60. As
illustrated, LRPs 60 operate as software processes for which
kernel 89 maintains separate and independent process state.

Routing engine 58 further includes a command line
interface (CLI) 95 for processing user or script-driven
commands. Remote clients 94 may, for example, interact
with CLI 95 to provide configuration commands and data to
routing engine 58, as well as receive status information from
the routing engine. Management process 92 processes the
configuration commands and data received from CLI 95,
and stores the configuration commands and data in configu-
ration database (CONFIG DB) 96. Configuration database
96 may take the form of a text file, such as an ASCII file, one
or more databases, tables, data structures, or the like.



US 9,485,149 Bl

7

Remote clients 94 may comprise human system administra-
tors or software agents that provide configuration scripts.
Moreover, although illustrated for exemplary purposes with
reference to remote clients 94, a user may directly interact
with CLI 95, e.g., via a keyboard or other input device
directly coupled to routing device 50.

Management process 92 directs the received configura-
tion commands and data to logical router command multi-
plexer (LRCMUX) 90, e.g., a software multiplexer, which
distributes the configuration commands and data to the
appropriate LRPs 60 based on a login “context” associated
with each of remote clients 94. In other words, the login
context for each of remote clients 94 determines the scope
of access afforded the remote client. For example, any of
clients 94 associated with a “master login” context has
system-wide access to the configuration and operation of the
physical routing device 50. Consequently, clients 94 asso-
ciated with a master login context are able to configure the
physical components of routing device 50, and access soft-
ware modules and other resources residing on the routing
device. In addition, clients 94 associated with the master
login may configure a “default” logical routing process, e.g.,
LRP 60A, which operates within routing device 50 regard-
less of whether any additional LRPs are configured to
operate.

In contrast, a “logical router” (LR) login context allows
clients 94 limited access to configure particular LRPs 60. In
this manner, remote clients 94 associated with an LR login
context may independently configure respective ones of
LRPs 60. For example, a remote client 94 associated with an
LR login context may independently adjust parameters for
supported network protocols and modify the routing infor-
mation maintained by a respective one of LRPs 60. How-
ever, that remote client is prevented from accessing and
configuring other LRPs 60, or other processes or resources
within routing device 50.

To maintain and enforce these requirements, LRCMUX
90 associates each CLI session presented by CLI 95 with a
respective one of LRPs 60. Upon receiving a configuration
command from management process 92, LRCMUX 90
directs the command to the appropriate one of LRPs 60, i.e.,
the one of LRPs 60 that is associated with the CLI session
from which the command was received. LRCMUX 90 may,
for example, maintain respective communication sockets for
each of LRPs 60 for communicating the commands to the
appropriate one of the LRPs.

In one embodiment, CLI 95 and management process 92
support a command syntax that allows those clients 94
associated with a master login context to designate which of
LRPs 60 their current CLI sessions are to be bound. In
particular, the set cli command may be used in accordance
with the following syntax:

set cli <logical router name>
to bind a current CLI session to a particular one of LRPs 60.
In this manner, clients 94 having master login access rights
are able to change the context of their current CLI sessions
to different LRPs 60, thereby controlling the configuration
data presented via CLI 95 in response to a show command.

In one embodiment, management process 92 supports a
text-based configuration syntax for defining LRPs 60 as
follow:

logical-routers {

<logical-router-name> {
[*.*]

<logical-router-name> {
A
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<logical-router-name> {
A
}

In the above example, the keyword logical-routers is used to
initiate a stanza of configuration text in which one or more
logical routers, e.g., LRPs 60, is defined and configured. The
syntax allows each of LRPs 60 to be identified by a unique
string name, and allows interfaces, protocols, policy options,
routing instances, and routing options to be separately
defined for each of the LRPs, as illustrated by the following
exemplary syntax.
<logical-router-name> {
routing instances <routing-instance-name> {
[*.

routing options{
A

protocols{
J*.K

policy-options{
* es *

interfaces{
<ifd-name> {
unit <unit-number>
}
}

In the above exemplary syntax, each of the routing
instances, routing options, protocols, policy-options and
interfaces associated with the logical router can be config-
ured with a corresponding stanza of text. The interface
stanza is used to associate a logical interface with the logical
router being defined. More specifically, one or more remote
clients 94 associated with a master login context may create
a number of logical interfaces associated with the physical
interfaces presented by IFCs 66 (FIG. 4). In accordance with
the command syntax described above, each of the logical
interfaces is bound to a respective one of LRPs 60. In other
words, each logical interface is bound to a single one of
LRPs 60, and each of the LRPs may be bound to multiple
logical interfaces.

Management process 92 may verify compliance with this
requirement of a one-to-one relationship between LRPs 60
and logical interfaces when the configuration data is com-
mitted, i.e., presented via remote clients 94 for acceptance as
operational configuration data. More specifically, manage-
ment process 92 may process commit and rollback com-
mands so that the commands are exclusive to the particular
LR contexts associated with remote clients 94. In general,
commit commands are used to indicate to management
process 92 that candidate configuration data is to be pro-
cessed and used as operational data, while rollback com-
mands are used to indicate that candidate configuration data
is to be discarded. When such a command is received,
management process 92 and LRCMUX 90 limit the affect of
the commands to the portions of configuration database 96
corresponding to the one of LRPs 60 that is associated with
the CLI session from which the command was received. In
other words, in response to a commit command received
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from a CLI session, management process 92 commits only
those portions of candidate configuration for the one of
LRPs 60 associated with that CLI session. Management
process 92 handles rollback commands in similar fashion.

In one embodiment, management process 92 supports a
command syntax in which a keyword contains-node may be
used within a logical router stanza to indicate that a corre-
sponding configuration object is copied, or aliased, from
another location within the configuration data. For example,
the contains-node keyword may be used to easily replicate
the entire routing-instance and protocols hierarchies within
the definition of a logical router as follows:

logical-routers VOIP-service-router {

routing instances VOIP-service {
contains-node “main-routing-instances”

protocols{
contains-node “main-routing-protocols”

In this example, it is assumed that configuration data asso-
ciated with the main-routing-instances and main-routing-
protocols have been defined elsewhere, such as in associa-
tion with the default one of LRPs 60.

FIG. 6 illustrates another exemplary embodiment of a
routing device 100 that supports logically isolated routers.
Routing device 100 operates substantially similar to routing
device 50 (FIG. 4), but incorporates tunnel card 102. Tunnel
card 102 represents an additional card that may be inserted
within a chassis of routing device 100, and provides for
forwarding and routing of packets between LRPs 60.

More specifically, tunnel card 102 is a shared resource
that may be used by any of LRPs 60, and may be viewed by
the LRPs as a destination within a network. In other words,
LRPs 60 may configure their respective forwarding tables
64A-64N to forward packets to tunnel card 102 via interface
104 as if tunnel card 102 was an external network destina-
tion. Upon receipt of packets from forwarding engine 56,
tunnel card 102 redirects the packets to forwarding engine
56 for additional forwarding. In this manner, LRPs 60 may
forward packets to each other and maintain packet isolation
as if they were on separate networks.

LRP 60A, for example, may configure forwarding tables
64 A to designate tunnel card 102 as a next hop for packets
destined to LRP 60N. Upon receiving a packet via a logical
interface associated with forwarding table 64 A, tunnel card
102 provides a data path for returning the packet to for-
warding engine 56. For example, tunnel card 102 may return
the packet to forwarding engine 56 via a logical interface
associated with forwarding table 64N. Forwarding engine 56
then forwards the packet in accordance to forwarding table
64, e.g., to an external router via one of IFCs 66 or to another
one of LRPs 60 via tunnel card 102. In this manner, tunnel
card 102 acts as a destination, i.e., next hop, to which
packets may be directed by LRPs 60 for forwarding to other
LRPs 60.

In one embodiment, the command syntax presented by
management interface 92 (FIG. 5) allows remote clients 94
to designate point-to-point peer relationships between LRPs
60 in order to utilize tunnel card 102. For example, remote
clients 94 may provide configuration data for a logical
router, as illustrated with the following pseudocode, to
establish a peering relationship between two logical inter-
faces that have been previously associated with respective
LRPs 60.
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10
logical-routers {
Ir1 {
interfaces {
1t-4/2/0 {
unit 1 {
peer-unit 21; /* Peering with 112 */
encapsulation frame-relay;
¥
¥
¥
12 {
interfaces {
1t-4/2/0 {
unit 2 {
peer-unit 12; /* Peering with Irl */
encapsulation frame-relay-ccc;
¥
¥
¥
¥

In the above example, two logical routers Irl and 1r2 are
defined. For each logical router a respective logical tunnel
interface (“It”) is defined as 1t-4/2/0. This logical tunnel
interface is bound to logical interfaces unit 1 and unit O,
which are identified as peer logical interfaces. This allows
the LRPs 60 to which the logical interfaces are assigned, i.e.,
logical routers Irl and 1r2 in this example, to exchange
packets via tunnel card 102 and forwarding engine 56 as if
they were physically separate routers.

In addition to providing a data path for forwarding
packets between LRPs 60, tunnel card 102 may provide
shared resources for processing the packets. For example,
tunnel card 102 may provide encryption/decryption and
encapsulation/de-capsulation services for LRPs 60. Conse-
quently, LRPs 60 may utilize tunnel card 102 to form logical
network tunnels between logical tunnel interfaces associated
with pairs of the LRPs.

Although described for exemplary purposes in reference
to tunnel card 102, other mechanisms may be implemented
for LRPs 60 to forward packets to each other. For example,
forwarding engine 56 may be configured to automatically
apply a “double-lookup” to forward packets between LRPs
60, thereby avoiding the use of tunnel card 102. Upon
receiving a packet associated with one of LRPs 60, forward-
ing engine 56 applies a first lookup in accordance with the
respective tables of forwarding tables 64 to determine a
destination for the packet. If the destination is another one
of LRPs 60, forwarding engine 56 may automatically apply
a second lookup in accordance with the tables associated
with the destination LRP to determine the subsequent des-
tination. This process may be repeated a plurality of times in
the event a packet is forwarded through two or more LRPs
60.

FIG. 7 is a flow chart illustrating an example operation of
a routing device, e.g., routing device 100 of FIG. 6, in
accordance with the principles of the invention. In general,
control unit 52 processes operational configuration data
(111) and, in accordance with the operational configuration
data, spawns a default logical router (112) and optionally
one or more additional logical routers (113).

Based on the configuration data, the logical routers are
configured in accordance with the specified routing proto-
cols, interfaces, policies, routing instances (114). Once
spawned, the logical routers independently perform route
resolution to generate their respective forwarding tables
(116), and operate as logically isolated routers (118).
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Various embodiments of the invention have been
described. These and other embodiments are within the
scope of the following claims.

The invention claimed is:

1. A device comprising:

one or more programmable processors configured to
execute a plurality of software processes, wherein the
plurality of software processes operate as logical rout-
ers, wherein the logical routers include a first logical
router and a second logical router;

a management process having a command line interface
to receive commands from a plurality of clients by
respective configuration sessions over a network,
wherein the command line interface of the management
process supports a text-based command syntax that
allows each of the plurality of clients to specify a
command to designate one of the logical routers for
configuration using the respective configuration ses-
sion; and

a software multiplexer to receive the commands from the
management process and to distribute the commands to
at least one of the first logical router and the second
logical router in accordance with the designation by the
clients.

2. The device of claim 1, wherein each of the logical
routers is associated with a respective network, and the
logical routers maintain separate routing tables in accor-
dance with topologies of their respective networks.

3. The device of claim 1, wherein each of the logical
routers performs route resolution to generate separate for-
warding tables in accordance with the separate routing
tables.

4. The device of claim 3, further comprising a forwarding
component shared by the logical routers to forward network
packets received from a network in accordance with the
forwarding tables.
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5. The device of claim 1,

wherein the management process associates a login con-
text with each of the configuration sessions based on
privileges for the client configuring associated with the
configuration session, and

wherein the management process controls access to the

logical routers based upon the login contexts associated
with each of the plurality of configuration sessions.

6. The device of claim 5,

responsive to determining that, in accordance with the

login context, a client associated with one of the
configuration session has system-wide access privi-
leges, the management process allows the client to
configure any of the logical routers using the respective
configuration session.

7. The device of claim 5, responsive to determining that,
in accordance with the login context, a client associated with
one of the configuration sessions has limited access privi-
leges, the management process allows the client to configure
only a corresponding one of the logical routers and prevents
the client from configuring any of the other logical routers
using the respective configuration session.

8. The device of claim 1,

wherein the command syntax defines a set command

having an attribute for uniquely designating the logical
router that is to be configured by the respective con-
figuration session, and

wherein in response to receiving the set command from

one of the clients over one of the plurality of configu-
ration sessions, the management process binds the
configuration session for that client to the logical router
identified by the command for controlling distribution
of the commands from that client to the identified
logical router by the software multiplexer.

#* #* #* #* #*



